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Abstract 

DLT raises new challenges, but also new opportunities, from a legal perspective. A legal 

analysis very much depends on what DLT protocol or application we are talking about. 

This paper discusses high-level legal issues that arise when smart contracts are deployed 

for on-chain transactions, assuming existing laws and regulations. It gives a big-picture 

comparison of a traditional contract with an on-chain smart contract throughout the 

contract lifecycle. This sketches the legal concerns (but also opportunities) that arise if 

aspects of transactions are moved on-chain with automated enforcement programmed 

into the code. There are limits to the feasibility and desirability of such move, and also 

questions about broader legal concerns, such as third party rights and the difficulty 

(impossibility) of encoding crucial legal and judicial concepts that require balancing and 

weighing of different factors. 

 

Introduction 

The legal implications of blockchain and other Distributed Ledger Technology (DLT) are 

manifold. Initially we saw legal scholarship focus on the question whether Initial Coin 

Offerings (ICOs) are covered by securities laws and financial market regulation. Next, we 

broadened our attention to wider legal questions, such as: how can we apply data 

protection rules such as the EU’s GDPR? How can financial institutions comply with anti-

money laundering (AML) rules in decentralized financial systems? Which laws apply, and 

which courts have jurisdiction, over smart contracts crossing jurisdictional boundaries? 

And are smart contracts even contracts?  

In late 2019, the UK Jurisdiction Task Force released a report on two of those questions: 

(i) the application of property law over digital assets and (ii) when a smart contract is also 

an actual legal contract. The broad lines of this (non-binding) report did not surprise 

lawyers, as these issues had been discussed much before the Taskforce even started its 

consultation. Meanwhile, however, the fast-paced DLT space has continued to evolve. The 

ICO boom now seems like a distant past (by DLT standards). Last year marked an 

explosion of (legal and political) interest in stablecoins and Central Bank Digital 

Currencies (CBDC). This year, something else may capture our attention – and it may 

well be DeFi (Decentralized Finance). 

This paper does not attempt to discuss all legal aspects of DLT. Others have discussed 

legal concerns such as GDPR-compatibility, conflicts of laws or AML.2  This paper is also 

not concerned with the use of DLT as a store of data (record). It looks only at high-level 

legal issues of on-chain (transactional) smart contracting. It assumes a smart contract 

                                                           
1 Slaughter & May Lecturer in Company Law, University of Cambridge.  
2 See, e.g., the EU Observatory and Forum on Blockchain’s report on GDPR and Blockchain or on 

the legal and regulatory aspects.  
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that automates a particular transaction as much as possible, throughout the smart 

contract’s lifecycle, including any disputes that may arise from it.  

This paper is written for a non-legal audience that wishes to understand the limits of 

coding law and code as ‘law’. It discusses some of legal ramifications of on-chain 

transactions through smart contracts. That means some legal concepts and considerations 

have been simplified to avoid legal jargon and unnecessary technicalities.  

 

DLT and the Law: General overview 

The legal issues that DLT raises overlap partially with those relating to smart contracts3 

and digital assets, although each of these three raise their own distinct legal questions. A 

simple overview of some of the legal issues that have been raised: 

- Domestic law 

a. Public law 

 Constitutional law (e.g., fundamental rights) 

 Securities and financial markets law (e.g., ICOs, DLT-based share 

registries) 

 Banking law (e.g., payment tokens, decentralized finance) 

 Data protection law (e.g., right to be forgotten on a blockchain) 

 Privacy law (e.g., collecting IoT data on DLT) 

 Criminal law (e.g., money laundering through coin mixers, insider 

trading and market manipulation) 

 Competition law (e.g., consortium of competitors cooperating on 

DLT-based solution for supply chain) 

 Tax law (e.g., use DLT to monitor tax liabilities; classification of 

digital asset income under tax laws) 

 Insolvency law (e.g., is a DLT-based asset part of a bankruptcy 

estate) 

 Company law (e.g., can a DAO have separate legal personality) and 

corporate governance rules (e.g., lessons for DAOs on governance, 

disclosure requirements and other rules to mitigate conflicts of 

interest) 

 … 

b. Private law 

 Contract law (e.g., when is a smart contract a legal contract, what is 

the legal validity of a DLT-based transaction ‘signed’ by private key) 

 Property law (e.g., what is the status of a DLT-based asset under 

property law) 

 Family law (e.g., is a DLT-based asset part of a person’s assets in 

case of divorce or inheritance proceedings) 

 … 

- International law 

a. Private international law (conflicts of laws) (which court has jurisdiction 

and which laws apply in cross-border transaction) 

                                                           
3 Smart contracts do not require DLT, but could be employed on a standard TTP (trusted third 

party) system.  
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b. Public international law (e.g., fundamental rights in an era of automated 

smart contracts, evasion of international sanctions) 

 

A report from the Cambridge Centre for Alternative Finance summarized the approach of 

lawmakers and regulators worldwide on digital assets.4 It identified three broad legal 

strategies: 

i. Apply existing legal rules to cryptoassets, 

ii. Retrofit existing legal rules (make small changes to cover cryptoasset activities 

explicitly), and 

iii. Adopt bespoke legal rules (applicable only to cryptoasset activities or similar 

fintech activities). 

 

Although the report covered cryptoassets and not DLT as such, its findings are relevant 

for the latter as well.  

Most jurisdictions relied on existing legal rules to regulate DLT- and crypto-activities. For 

example, regulatory guidance from regulators in different parts of the world emphasised 

the principle of technology-neutrality when applying securities and financial market laws 

to Initial Coin Offerings (ICOs) and DLT-based projects that raised funds from the public 

to finance their development.  

Interestingly, the report found that countries adopting a bespoke legal framework were 

often jurisdictions with low levels of cryptoasset activity. Conversely, countries relying on 

existing laws were mostly jurisdictions with moderate to high levels of cryptoasset 

activity. The findings suggest that bespoke legal frameworks were adopted in an attempt 

to attract more crypto-activity, whereas jurisdictions with higher levels of crypto-activity 

may not have had much time to enact bespoke laws and therefore ‘made do’ with existing 

rules. Although an often heard complaint in the DLT space is the lack of legal certainty, 

such legal clarity can be provided when relying on existing laws – it does not require 

bespoke laws. On the contrary, bespoke laws may be outdated as soon as they enter into 

force, due to the rapid pace at which the DLT space evolves. Moreover, the legal 

terminology used in bespoke laws often created more legal uncertainty, with confusion 

over the exact scope of, and differences between, ‘virtual assets’, ‘tokens’, ‘crypto-assets’ 

and ‘digital assets’, for example. 

Countries such as Malta and Cyprus that adopted bespoke DLT- or crypto-laws attracted 

some investment at the expense of jurisdictions that applied and enforced existing laws, 

such as the US. The strict enforcement stance of the US Securities and Exchange 

Commission (SEC) has indeed come under pressure. There were two main concerns.  

 

The first concern was simply that crypto- or DLT companies would shun the US in favour 

of more ‘friendly’ jurisdictions. There has indeed been a tendency for certain companies to 

avoid the US in favour of countries with bespoke legal frameworks such as Malta and 

Cyprus. However, several factors mitigate this concern. First, although countries like the 

US may have lost some business to jurisdictions like Malta or the Seychelles, it is not at 

all clear that it concerns large amounts of investment. Second, a ‘move’ to one jurisdiction 

                                                           
4 Cambridge Centre for Alternative Finance, Global Cryptoasset Regulatory Landscape Study 

(April 2019). The report analysed a sample of 23 jurisdictions.  
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or another may be relative for decentralized DLT-activities. For example, in 2018 the 

Japanese financial regulator was about to issue a warning to Hong Kong-based crypto-

exchange Binance regarding its unlicensed activities in Japan. Subsequently Binance 

shut down its operations in Japan and opened an office in Malta, where Fortune reported 

it was welcomed “with open arms” by the Maltese Prime Minister.5 The exchange cited 

Malta’s bespoke DLT-laws as a reason to start operations in the country.6  Media reports 

often referred to Binance as a Malta-regulated company. However, the Maltese financial 

regulator emphasized in February 2020 that Binance is not licensed in the country.7 There 

had been previous attempts to pin down the location of the exchange, but Binance’s CEO 

has dismissed such efforts on Twitter: “Office and HQ are old concepts like SMS and 

MMS”. The exchange has described itself as a “global movement consisting of people 

working in a decentralized manner wherever they are in the world”, denying the company 

had ‘fixed offices’ in Shanghai.8 Third, investors in traditional financial markets have 

been attracted to sophisticated securities markets like the US exactly because they prefer 

the strong regulation and enforcement as a tool of investor protection. The same may be 

true for the DLT and crypto-markets. Fourth, countries like the US may have lost crypto-

investment, but they have remained attractive for DLT projects. 

 

The second concern is that over-zealous enforcement of existing laws may prevent 

innovation from developing within a jurisdiction like the US, as existing laws are not well 

suited to strike the right balance between innovation and other regulatory objectives for 

novel technologies. For example, financial regulators have multiple mandates: one of 

them is to protect investors but they often have the simultaneous mission to increase 

investor opportunities. Stringent enforcement of existing laws to protect the public 

against crypto- or DLT-scams may further the first goal, but it may deprive US investors 

of the opportunity to invest in promising DLT-projects. US SEC Commissioner Hester 

Pierce, also known as Crypto Mum, has therefore proposed a 3-year safe haven for digital 

asset companies, during which they would not need to fear securities laws enforcement 

from the SEC. 9  

 

                                                           
5 “Cryptocurrency Exchange Binance Moves to Malta, Where the Prime Minister Is Welcoming It 

With Open Arms”, Fortune, 23 March 2018. Available at: https://fortune.com/2018/03/23/binance-

bitcoin-exchange-cryptocurrency-malta.   
6 “Binance, The World’s Largest Crypto Exchange, Announces Investment In Malta”, 23 March 

2018.Available at: https://medium.com/binanceexchange/binance-the-worlds-largest-crypto-

exchange-announces-investment-in-malta-4c7e51136563.  
7 MFSA Public Statement on Binance, 21 February 2020, available at https://www.mfsa.mt/news-

item/public-statement-2020/. 
8 Binance COE @CZ Binance, Tweet 20 November 2019, available at: 
https://twitter.com/cz_binance/status/1197031061399597056; and Cointelegraph, “Binance Denies 

Police Raids Very Existence of Shanghai Offices”, 21 November 2019, available at: Available at: 

https://cointelegraph.com/news/binance-denies-police-raids-very-existence-of-shanghai-offices. 
9 The main concern behind Commissioner Pierce’s proposal was that the US SEC cast a very wide 

net and views a wide range of cryptoasset- funding activities as potentially covered by US securities 

laws. This means it is difficult for a company to issue a new token and raise funding for a DLT-

based project, without running the risk that this initial step of token creation and funding is 

qualified as an unapproved securities offering. Once a DLT-based platform is fully functional and 

operational, there is a lower risk that the issuance of tokens used in that network are deemed 

securities.  

https://fortune.com/2018/03/23/binance-bitcoin-exchange-cryptocurrency-malta
https://fortune.com/2018/03/23/binance-bitcoin-exchange-cryptocurrency-malta
https://medium.com/binanceexchange/binance-the-worlds-largest-crypto-exchange-announces-investment-in-malta-4c7e51136563
https://medium.com/binanceexchange/binance-the-worlds-largest-crypto-exchange-announces-investment-in-malta-4c7e51136563
https://www.mfsa.mt/news-item/public-statement-2020/
https://www.mfsa.mt/news-item/public-statement-2020/
https://twitter.com/cz_binance/status/1197031061399597056
https://cointelegraph.com/news/binance-denies-police-raids-very-existence-of-shanghai-offices
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In short, the legal framework on DLT consists not only of ‘law on the books’. We also have 

to understand whether, and to what extent, regulators and enforcement agencies are 

willing to enforce the applicable law on the books. For example, regulators in several 

jurisdictions around the world published regulatory guidance, emphasizing that existing 

securities or financial market laws would be applied to Initial Coin Offerings (ICOs) and 

other DLT-based projects that attempt to raise funds from the public for the development 

of the project. However, not all regulators have subsequently enforced those securities or 

financial market laws with equal zeal. For example, in the US, statements from SEC 

representatives and staff guidance offered several warnings that most (if not all) ICOs 

would be subject to strict US securities laws. It has married its warnings with 

enforcement actions – at first targeting mostly outright scams, followed by enforcement 

actions against some of the largest token issuers such as Block.one (EOS), Kik and 

Telegram. In the EU, on the other hand, we have seen several guidance documents 

published by EU institutions such as ESMA and the EBA. Much like the SEC guidance, 

ESMA’s guidance warned that EU financial market law (MiFID II and other laws) applies 

to any DLT-based project that makes an offer to the public of financial instruments – and 

token issues can squarely fall within that definition. However, we have not seen the same 

level of enforcement actions or high-profile litigation witnessed in the US. Industry 

participants have commented that the mindset of regulators is at least as important as 

the law on the books. A willingness of regulators to engage with companies to understand 

the unique characteristics of DLT was often as important in the choice of a particular 

location as blackletter law. 

In addition to the law on the books and enforcement strategy, we also need to understand 

the role of courts in shaping the legal framework on DLT, digital assets and smart 

contracts. Regulators may unduly expand the scope of existing rules when issuing 

guidance on, or bringing enforcement actions against, DLT-based projects. The role of 

courts is to ensure that the regulators’ interpretation of applicable laws and regulations 

is within the bounds of law and that their actions do not violate constitutional rights. For 

example, many DLT-based projects that involve cryptoassets have experienced difficulties 

obtaining basic banking services. With allegations of money laundering and criminal 

activity through cryptoassets running high, banks often refuse to open bank accounts for 

DLT-based companies whose projects make use of cryptoassets. In Israel, the Supreme 

Court issued an interim injunction against one bank refusing to open a bank account for 

a crypto-company citing anti-money laundering (AML) rules. The Supreme Court did not 

oblige the bank to accept the crypto-company as their customer, but held that the bank 

gave insufficient justification for its refusal to open a bank account for the company and 

that a mere reference to general AML rules was insufficient. In Germany, the financial 

regulator (BaFIN) was criticized by a Berlin court for its insistence that a Bitcoin 

exchange obtain a prior authorization. BaFIN had interpreted Bitcoin as ‘financial 

instruments’ but the court criticized that interpretation. 

To conclude, the legal framework for distributed ledger technology covers a wide array of 

legal issues. It develops through the interplay of various institutions – not only lawmakers 

and regulators but also enforcement agencies and courts, as well as international 

standard-setters (such as ISO10 or IOSCO11) and supra-national organizations (FSB, 

                                                           
10 The International Organization for Standardization. ISO has working groups drafting 

international standards for blockchain technology. 
11 The International Organization of Securities Commissions. 
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Basel Committee, etc.). It is beyond the scope of this paper to review this entire legal 

framework. The remainder of this paper will start with a very simple scenario to assess 

the limits of (i) coding law and (ii) code as law. 

On-chain smart contracting: a simple scenario 

This paper will take only a very small part of legal issues relating to DLT to dissect. It 

takes the scenario of two hypothetical parties, A and B, which wish to transact through a 

smart contract on-chain and wish to have the transaction automated to the greatest 

extent possible (including automated execution and liquidation of any collateral agreed 

upon).   

Such simple scenario raises a number of technical legal questions, such as the limits of 

translating legal rights and obligations into code. It also raises broader policy questions, 

such as: how does automated enforcement affect bargaining power and the burden of proof 

between parties, or how does it affect the rights of third parties not involved in the smart 

contract transaction.   

A and B’s smart contract could be the result of a traditional written agreement, 

subsequently translated into code (entirely or partially). Alternatively, A and B can agree 

on a written agreement that embeds the code into the written agreement itself. A final 

option is that there is no written agreement12 between A and B, only code. Each of these 

three scenarios13 raise their own contractual law issues. It is sufficient to keep in mind a 

number of general contract law principles (as found in most jurisdictions): 

o Typically, any particular commitment (or piece of code implementing it) has to be 

construed in light of the entirety of the (written) agreement if there is any doubt 

as to its meaning. If a piece of code leads to an unexpected outcome post-

transaction, A and/or B can likely have recourse to the court to claim that this 

outcome should be set aside as not conforming to the parties’ overall intention as 

manifested in the contract.  

o This is aside from any liability issues that may arise between A, B and the 

person(s) who programmed the code. Typically, the contract between A (or B, 

whichever contracted with the programmer who encoded the smart contract) and 

the programmer will stipulate liability provisions.  

o For open-source code (a familiar scenario in the DLT- and crypto-space), the 

question of liability for code errors may seem more complicated. However, these 

issues are not new: similar questions have arisen for open source code that have 

been available for many years. 

o Existing contract law is ‘technology neutral’: contract law rules generally apply 

no matter what underlying technology is used to conclude, implement and enforce 

the contract. A contract put (fully or partially) on-chain remains in principle 

subject to the same contract law rules as a traditional agreement. Nevertheless, 

particular issues may arise in applying the rules to DLT-based smart contract 

                                                           
12 An oral agreement may have the same contractual force as a written agreement. An oral 

agreement can create a contract much like a written agreement, although its existence and content 

may be harder to prove. Some types of contracts require written agreements, however. For 

example, some countries require a written agreement for contracts above a certain value or even 

(in particular for a real estate transaction) a written agreement executed in front of a notary public.   
13 See ISDA and Linklaters, Whitepaper – Smart Contracts and Distributed Ledger – A Legal 

Perspective, August 2017. 
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transactions. For example, where the law requires a signature, a DLT-based 

transaction ‘signed’ with a private key may raise questions as to its legal validity. 

There may be further issues in enforcing existing rules in the context of a smart 

contract – for example, there are difficulties in enforcing a court injunction against 

an automated execution in smart contract code. In other words, the conclusion that 

existing laws apply to DLT-based smart contracts does not necessarily solve the 

questions of how these laws can be applied to the unique features of DLT or how 

they can (and should) be enforced.  

 

Human decision-making and on-chain smart contracting 

A traditional contract is the result of different levels of human decision-making. Some of 

these human decision-making steps may look different, or may be abolished altogether, if 

we move from a traditional contract and traditional enforcement mechanisms to our 

hypothetical scenario of A and B transaction through a smart contract that is fully 

automated.14 

Consider the following steps of human decision-making relevant to A and B’s transaction, 

without smart contracting: 

1. Decision which laws and regulations to adopt: human decision-making (by 

parliament, regulator) – legal framework within which A and B operate. 

2. Decision whether or not to enter into specific transaction: human decision-making 

(by both A and B, in our scenario) whether or not to agree to mutual commitments, 

given specific set of laws and regulations and other institutions. 

3. Decision (by both A and B) whether or not to adhere to commitments previously 

agreed to. 

4. In case of non-compliance by one party (assuming B, in our scenario): decision by 

the other party (A) how to react to non-compliance by B. 

5. If dispute on non-compliance is brought before court or other adjudicator: decision-

making by court (or other adjudicator) on how to apply laws, legal principles and 

concepts to the particular dispute between A and B; and how to weigh the evidence 

of non-compliance presented to it. 

6. After judgement (or ruling by other adjudicator) has been obtained: decision by A 

whether or not to enforce the judgement (or ruling). 

Many of these steps of human decision-making will continue to apply even in a world in 

which on-chain smart contract transactions and automated enforcement become 

ubiquitous. Levels 1-2 may seem to remain largely unaffected, at least at first sight. 

However, even at those levels the possibility of automated enforcement and monitoring 

will likely affect decision-making, albeit indirectly (as discussed below).  

The most obvious changes to decision-making that automated smart contracts may 

generate are likely in steps 4-6. Note, however, that human intervention can be encoded 

into the smart contract (although this would take away some of the benefits of automated 

smart contracts). For the sake of simplicity, we assume purely automated enforcement, to 

the greatest extent possible, for the mutual commitments between A and B.  

                                                           
14 Or at least automated to the greatest extent feasible. 
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The next sections discuss the legal challenges that such smart contract between A and B 

would raise – not just between those two parties, but also legal ramifications for third 

parties. 

The assessment is high-level and non-exhaustive. Each scenario can be discussed at a 

much more granular level and with much greater attention to legal technicalities. 

However, the discussion below should clarify the type of legal questions to be considered. 

The main focus is on (i) the limits of coding legal rules and obligations, and (ii) the limits 

of viewing code as ‘law’.  

 

Can (and should) we code laws? 

Can legal rules be made code-able? 

Smart contracts assume the ability to code specific transactions and related rights & 

obligations. We will look at the possibility to code transaction-specific commitments 

below. We will see that some legal concepts are very difficult, if not impossible, to translate 

into code. Smart contracting at the individual transaction level could be much facilitated 

by laws that are written in code-friendly language. However, can laws be drafted to make 

them more code-friendly? And should they? 

Open-ended, normative legal language as a balancing act v. deterministic programming 

language 

Some aspects of particular laws may lend themselves to code-friendly language. However, 

many features of legislative documents would sit uneasily with code-able language. Laws 

serve different purposes: they have to offer sufficient legal certainty, but may also have 

to balance other objectives such as efficiency, for example, or fairness considerations or 

the protection of fundamental rights in an evolving socio-economic context. In other 

words, the purpose of laws is not simply to create legal certainty.  

Unlike a programming language, the legal language is not deterministic but open-

ended and normative. Coding laws, or making laws more code-friendly, would require 

legal language that can easily be translated into ‘if/then’ commands. Some laws may 

benefit in clarity if this exercise was undertaken for each draft law: we may learn how to 

draft particular aspects of a law more precisely if we need to take into account precise 

‘if/then’ reasoning. It may help us identify legal gaps that would otherwise remain 

undetected.  

However, laws often use open-ended legal concepts deliberately. Open-ended language 

can allow laws to remain functional even in unanticipated scenarios. The context in which 

the law is to be applied evolves and therefore it may be undesirable to use legal language 

that is ‘too’ precise and could preclude the law from applying to novel developments. For 

example, if securities laws would have defined a ‘security’ narrowly, with reference to 

traditional, known examples of shares or government bonds, it may not have covered 

tokens. By way of illustration, the well-known Howey test developed by the US Supreme 

Court in a 1940s case included the open-ended concept of ‘investment contract’ with open-

ended criteria to keep the definition of ‘security’ adaptable in an evolving society. 

Financial instrument rules in the EU likewise have a similar ‘catch-all’ category of what 

constitutes a financial instrument – requiring a case-by-case assessment that would not 
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easily be translatable into a deterministic programming language. Another example is 

what constitutes a ‘contract’ in the context of smart contracts or whether signing a DLT-

based transaction with a private key constitutes a ‘signature’ as defined by law. It is 

exactly because some laws were too precise (‘too much’ legal certainty) in their definition 

of ‘signature’ that they were unable to accommodate digital signatures as technology 

evolved.  

Open-ended, deliberately non-deterministic language is also a useful tool for 

lawmakers even where they can anticipate all possible scenarios that could arise. It would 

be highly inefficient for the law to regulate every single potential scenario – this 

would lead to extremely costly, slow and inefficient law-making.  

Law is not only deliberately open-ended, but also normative. It reflects and reinforces 

certain norms. Law, and particularly law enforcement, is a highly inefficient tool 

to incentivize certain behaviour. For example, social norms that are internalized are 

much more efficient as an ordering force of human behaviour. A society that would rely 

on law enforcement to achieve certain outcomes would be a highly inefficient one. Law 

nevertheless has an important signalling function: it signals what is expected from law 

subjects and thereby reinforces (or undermines) particular norms over others.  

In sum, the open-ended, normative language of the law sits uneasily with the 

deterministic, closed programming language required for smart contracting. Consider the 

following legal concepts: 

 ‘in good faith’ 

 Force majeure (an ‘act of God’) 

 ‘best efforts’ 

 ‘without undue delay’ 

 ‘as may reasonably be expected’ 

 ‘abuse of right/power’ 

 ‘manifestly inaccurate’ 

 … 

It is not obvious how these deliberately vague legal concepts could be coded on-chain. 

Their very purpose is to allow for a degree of discretion when applying a law to a 

particular set of circumstances (not all of which may have been anticipated by 

lawmakers). Even where lawmakers could anticipate all scenarios that could possibly 

arise, they may still prefer (deem it more efficient) to build in open-ended wording, 

assuming parties and, where necessary, courts may be better placed to decide how the 

spirit of the law can best be complied with in a particular situation and as society evolves. 

To take an example: in UK law, directors’ duties have been codified in the Companies Act 

2006. These duties could not easily be translated into code. For example, a director is 

required to act in the way “he considers, in good faith, would be most likely to promote 

the success of the company for the benefit” of its members (shareholders) as a whole, 

having regard to a number of factors (such as the interests of employees or the need to act 

fairly between the company’s shareholders). Needless to say that it raises serious 

challenges to attempt to translate ‘good faith’ or ‘success’ or ‘having regard to’ into code.  

The same is true for the directors’ duty to exercise independent judgment or to exercise 

reasonable care, skill and diligence. Such deliberately open-ended legal concepts are not 
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suitable for on-chain coding. Any attempt to do so may moreover undermine their very 

purpose.  

What type of legal rules lend themselves more easily to smart contract code? 

However, there are aspects of legal rules that could be written in a more code-friendly 

language or even in code.15 We may expect regulations to lend themselves more easily to 

such endeavour than laws, although this is not necessarily the case. 

To return to the example of directors’ duties: directors have a duty to declare a (direct or 

indirect) interest in a proposed corporate transaction. There is a level of discretion as to 

what an ‘interest’ is and what a ‘conflict of interest’ is. However, if land owned by a 

company is transferred by the company to one of its directors, the obligation to disclose 

such interest may be code-able. Assume HM Land Registry records land ownership on-

chain (a pilot project to this effect has already taken place). Imagine that Companies 

House also decides to record directorship positions on-chain. If the two on-chain records 

are linked, an ownership transfer of land from a company to someone who is registered 

(or recently was registered) as a director could automatically trigger a red flag report or a 

disclosure requirement. The disclosure obligation of directors regarding transactions of 

their company in which they have an interest could be encoded on-chain – at least 

partially16.  

We could envisage a similar scenario for duties on directors-shareholders, if share 

registries are also placed on a DLT ledger. For example, DLT-based share registries could 

help detect insider trading by directors and other employees. Such share registries could 

also affect executive compensation by preventing the common practice of backdating stock 

options granted in an executive remuneration package. A number of stock exchanges have 

started experimenting with DLT-based trades and the state of Delaware in the US 

explicitly allows for DLT-based share registries.17 DLT-based RegTech in this way could 

help monitor compliance with legal rules (governments as users of DLT). 

Another example of legal rules that could be made code-friendly (or code-able) are capital 

requirements for financial institutions: DLT could offer real-time information to financial 

sector supervisors about the level of capital held at financial institutions. This could help 

monitor compliance with Basel III rules and also give regulators more granular and timely 

information about the ‘buffer’ held by financial institutions in times of market turbulence.  

A related possibility is to place corporate reporting data on-chain to ensure more accurate 

and timely disclosure. The Bank of England launched a pilot project on DLT-based 

reporting.18 Phase 1 assessed the possibility to encode data on UK domestic mortgages 

and Common Equity Tier 1 (CET1) ratios on a blockchain. After Phase 2 (viability 

assessment on regulatory reporting), the BoE commissioned (together with the FCA) a 

review on the legal implications of writing reporting requirements into code, which has 

                                                           
15 As every citizen is deemed to know the law, it may be undesirable (even unconstitutional) to 

write parts of a law in code, which many citizens would not be able to read and understand. 

Arguably, a large part of legislative and regulatory documents are already hardly legible for the 

non-initiated reader, with its specific jargon and complex and often archaic legal prose. However, 

code-written laws take (il)legibility a step further still.  
16 Not all definitions of a direct or indirect interest in a transaction lend themselves to 

straightforward on-chain smart contract code.  
17 https://legis.delaware.gov/BillDetail?LegislationId=25730. 
18 https://www.bankofengland.co.uk/research/fintech/proof-of-concept. 

https://legis.delaware.gov/BillDetail?LegislationId=25730
https://www.bankofengland.co.uk/research/fintech/proof-of-concept
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not yet been published. In January 2020, the BoE published a Discussion Paper for 

feedback on the topic of DLT-based data collection for the financial sector.19 

DLT could also help monitor minimum capital requirements for non-financial companies: 

DLT-based share registries could offer real-time data not only on the identity of 

shareholders (which could greatly improve proxy voting procedures) but also on the 

nominal value and premium of each share.  

Further examples include DLT-based identity tools to monitor compliance with anti-

money laundering (AML) rules or market manipulation. Pattern analysis can be used to 

detect unusual and suspicious transactions. The real-time, ubiquitous monitoring of 

information raises potential privacy concerns. Although important, these concerns are 

beyond the scope of this paper. 

Moreover, discussions about Central Bank Digital Currencies (CBDC), especially in the 

context of retail banking, would open up new possibilities for encoding certain legal rules. 

In addition, it opens up new opportunities for RegTech to facilitate monetary and fiscal 

policy measures. For example, when US Congress discussed the $2 trillion rescue package 

to deal with the economic impact of COVID-19, draft laws included the possibility of using 

a digital dollar, digital wallets and DLT to distribute so-called helicopter money directly 

to US citizens. These suggestions were removed in the final text, but it is another 

illustration of how lawmakers are now sufficiently aware of the possibilities that DLT 

offers to consider smart contract code-ability in legislative discussions.  

The examples given above relate to financial transactions or corporate disclosure 

measures. These types of legal obligations lend themselves more easily to smart contract 

coding. For example, the capital requirements of financial institutions do not rely on 

concepts of ‘equity’ or ‘good faith’ at their core. In essence, they check whether certain 

numbers match the numbers required by law. Or whether certain pieces of data have been 

transferred to regulators or investors. Such legal requirements can easily be 

standardized, quantified and translated into straightforward ‘if/then’ language. The core 

of such capital requirements or disclosure obligations is not normative or open-ended but 

deterministic. Either a bank has a certain amount of capital on its balance sheet or it 

doesn’t.20 Either a director sold her shares prior to make certain material information 

public (leading to a potential claim of insider trading) or she sold her shares afterwards.  

In conclusion, certain aspects of certain laws (and regulations) could be made more code-

friendly or could even be written in code (in addition to a plain-language version to ensure 

legibility for those who do not understand the coding language used). This is particularly 

the case for legal rules that can be standardized and quantified relatively easily, 

especially in the financial and corporate disclosure realms, which tend to be more 

deterministic (like ‘if/then’ programming languages) rather than open-ended and 

normative. To return to our hypothetical scenario of A and B’s transaction on-chain: if 

smart contract code can facilitate compliance of laws in general, this will enter their payoff 

function. For example, if B is a bank lending money to company A, B may charge A less 

                                                           
19 https://www.bankofengland.co.uk/paper/2020/transforming-data-collection-from-the-uk-

financial-sector. 
20 It may be complex to calculate which assets count, and at what ratio, of course. That is a different 

question than the code-ability of those rules, once it is agreed how they should be interpreted and 

applied in practice. 

https://www.bankofengland.co.uk/paper/2020/transforming-data-collection-from-the-uk-financial-sector
https://www.bankofengland.co.uk/paper/2020/transforming-data-collection-from-the-uk-financial-sector
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for the loan if it knows that insider trading by A is less likely or that A’s directors are 

more likely to comply with capital or disclosure obligations.  

However, most aspects of laws do not lend themselves easily to coding – especially legal 

concepts that are deliberately kept vague (such as ‘good faith’ or ‘best efforts’). Any 

attempt to encode such legal concepts may actually undermine their very purpose. It may 

be more sensible to look at code-ability of particular transactions, or types of transactions. 

Can (and should) we code individual transactions? 

Even if there are serious challenges to using smart contract code at the level of general 

legal rules, we can still use smart contract code to facilitate particular transactions. We 

could use code for a single transaction or we could use standardized code for a particular 

set of transactions. 

To give an example of the latter, consider the smart contract ‘library’ developed by the 

International Swaps and Derivatives Association (ISDA). ISDA issues its co-called Master 

Agreement and related documentation for swaps and derivatives transactions, which is 

one of the most widely used standardized contracts in the world. As its legal 

documentation is highly standardized, it lends itself well to smart contract templates. 

Once again, the example of ISDA’s smart contract code is limited to financial transactions 

of a relatively straightforward type. ISDA’s smart contract API is also highly centralized: 

ISDA is in charge of the legal form of the Master Agreement and related documentation. 

Parties can make amendments to adapt the legal forms to their specific requirements, but 

the forms follow the logic and general shape as determined by ISDA. 

How far can we push smart contracting and automated enforcement in the financial 

sector? Below we discuss the recent events on MakerDAO’s decentralized lending 

platform, in the wake of the market meltdown following the spread of COVID-19, which 

highlight the risk of automated execution of financial contracts. 

Same limitations on coding open-ended, normative legal concepts 

To return to our hypothetical transacting parties A and B, they will run into the same 

difficulties discussed above regarding the code-ability of open-ended, normative legal 

concepts such as ‘good faith’, ‘best efforts’ or ‘undue delay’ (whether these are embedded 

in their particular agreement or whether they are part of the broader set of general legal 

rules applicable to their specific transaction). 

For example, commercial agreements may have a standard clause requiring the parties 

to re-negotiate in good faith if one of the clauses of their agreement turns out to be void 

or voidable. Commercial agreements also often include a so-called force majeure clause. 

For example, if party A defaults, this may trigger the right for party B to terminate the 

contract and obtain compensation. Contracts often foresee an exception to such 

termination rights if A’s default is beyond its control and is due to exceptional 

circumstances such as a large-scale environmental disaster or an act of war. There has 

been much debate about the breadth of force majeure clauses in the wake of COVID-19 – 

a health crisis of that scale may fall under the definition of force majeure, offering a 

contractual defense to a defaulting party.  

Particular force majeure events can be encoded into the smart contract, if it can rely on 

‘oracle’ data. For example, a smart contract could encode an automatic suspension of 
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mortgage repayment obligations under a loan agreement in case circuit breakers of the 

London Stock Exchange or NASDAQ are triggered twice in the same week, or if the World 

Health Organization declares a pandemic in the jurisdiction of contract performance. 

However, force majeure is typically a deliberately open-ended legal concept – a catch-all 

clause for unanticipated exceptional circumstances that would make it unreasonable, 

unfair or inefficient for B to insist on A’s performance of the contract. 

There are risks if we replace this open-ended legal language with deterministic ‘if/then’ 

code. Some of these risks were illustrated during the recent market meltdown in DeFi 

(Decentralized Finance). MakerDAO is one of the largest DeFi start-ups and offers 

decentralized loans against crypto-collateral. It is unnecessary for the purposes of this 

paper to explain the technical details of MakerDAO’s protocol and its platform 

functionality. Suffice it to say that Maker calculates the collateral required for a loan by 

reference to certain cryptoassets (using oracles to determine the value of the relevant 

cryptoassets). If the value of the collateral decreases below a set threshold, it will be 

liquidated automatically and auctioned off. On 12-13 March 2020, the market meltdown 

due to COVID-19 affected not only traditional financial markets but also crypto-markets. 

The value of the crypto-collateral required for Maker loans decreased dramatically. Oracle 

data used for the Maker protocol were slow to adapt to quickly changing market prices for 

cryptoassets. Moreover, crypto-exchanges broadcast widely different crypto-prices. As a 

result, the calculations of the crypto-collateral on the Maker platform were inaccurate. 

Several loan positions were terminated and their collateral automatically liquidated and 

auctioned off. Some bidders in the auction were able to obtain Maker’s token (DAI) at zero 

cost. How this could happen exactly is still being debated in the DeFi community, but it 

is clear that some account-holders saw their position liquidated and auctioned off for zero 

value. As soon as this unanticipated (or un-coded) scenario materialized, some suggested 

a total shutdown of the Maker platform to prevent further losses. This did not happen, 

however. There were also calls to introduce circuit-breakers widely used in traditional 

financial markets. Thus far, the reaction has been limited to public discussions and public 

votes conform Maker’s governance rules in order to agree on a solution and changes to the 

protocol. To cover its losses, Maker ultimately minted new tokens and auctioned them off 

under amended auction rules. Some users complained that Maker had not sufficiently 

warned them of these black-swan risks and the possibility of zero-value auctions. As of 

yet, the DeFi community appears to favour online and publicly discussed solutions over 

traditional court proceedings (even if there may be a case for consumer protection claims).  

Maker’s problems involved delayed data input from the oracles it relied on. The use of 

oracles for smart contracts raises a more general question about liability when the data 

provided by the oracle is incorrect or is obtained unlawfully. For example, the oracle could 

scrape data from social media platforms in violation of the EU GDPR to calculate a 

person’s credit score. If this leads to automatic termination of that person’s outstanding 

credit facility or results in a decision to refuse a loan to that person, the question is who 

bears liability for such unlawful information. Although it may require some time for 

judges and practitioners to familiarize themselves with the intricate workings of smart 

contract code and oracles, these questions of liability are not novel. Existing laws should 

be able to deal with such questions adequately. Liability may be allocated contractually 

(at least between the contracting parties) or may be laid down in general consumer 

protection laws. For example, liability for breach of the GDPR is found in the GDPR itself 

– with different liability regimes for data controllers and processors.  
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Is a smart contract a smart legal contract? 

So far, we have referred to A and B’s ‘mutual commitments’ or ‘agreements’. Under what 

conditions is the smart contract between A and B a legal contract? 

In 2019, the UK Jurisdiction Taskforce concluded that general contract law applies to 

smart contracts. Therefore, general contract law principles determine when a smart 

contract is a legal contract. This is unsurprising and the question had been answered in 

the same way years earlier in legal scholarship from other jurisdictions. The conditions 

for a ‘contract’ (in the legal sense) are relatively similar in most jurisdictions. Typically, 

it requires a consideration (price) for a (sufficiently clear and lawful) object, a meeting of 

the minds of one or more identified (or identifiable) parties, who have the intention to 

create legally binding commitments. 

The parties need to have the legal capacity to enter into a contract (a 5-year old is legally 

incapable of agreeing to a legal contract). The object of the contract needs to be lawful. 

The parties need to act for a lawful purpose (they cannot use a contract to avoid a legal 

obligation that they cannot contract out of – for example, a contract for cannibalism or 

murder would be null and void). Some types of contracts may require additional 

formalities. For example, many jurisdictions require a real estate transfer or transactions 

of a certain type or size to be executed before a notary public. Some countries may require 

a physical signature or may only accept certain types of digital signatures. There are some 

questions about the validity of a private key as a valid on-chain ‘signature’, although many 

jurisdictions would appear to consider such signature a valid digital expression of 

agreement. There are also legal questions about the value of a DLT-recorded transaction 

as evidence for legal purposes. However, several countries have already accepted email 

and other digital means as evidence in court proceedings and DLT-based records may fit 

their legal definition of evidence.  

In short, existing legal rules cover a wide variety of DLT-based activities. Even where 

there is doubt as to whether existing rules cover a particular DLT-activity, courts have 

oftentimes been pragmatic to ensure common sense prevails (although courts need to act 

within the bounds of law). One example is the case of AA v Persons Unknown: the question 

was whether bitcoin could be considered ‘property’ under English property law. Although 

this may seem like a dull and dry question that can only excite lawyers, it has important 

consequences for the crypto sector. If bitcoin is considered property, the court has the 

power to issue an injunction ordering a crypto-exchange to freeze funds in an account 

accused of criminal activity. The court in AA v Persons Unknown took a pragmatic 

approach to the question and issued an injunction against Bitfinex on behalf of a victim 

of bitcoin-ransomware crime. Had the account-holder made use of automatic smart 

contract to move the ransomware around different exchanges and wallets, it may have 

been much harder for the judge to impose (and enforce) such injunction. Although the law 

on the books on court powers to issue injunctions would not change, the automatic 

execution of smart contract code may make it harder to enforce those laws.   

Automated execution: risks and benefits 

The automated execution of smart contracts may therefore not alter the law on the books, 

but it can alter the burden of proof and power relations between parties. 

Let’s return to our hypothetical parties A and B. Whether or not A prefers automated 

execution of the smart contract code with B may very much depend on the relative 
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bargaining power between A and B. If A has less bargaining power than B, A may very 

much prefer an automatic execution of the transaction. Traditional enforcement measures 

may not only require resources and time from A, but A may also fear that B will put 

pressure on it to drop its enforcement actions.  

However, automatic enforcement may also be detrimental to A, if A defaults. Imagine A 

and B encoded A’s obligation to pay monthly rent to B on-chain. Now imagine that A is 

unable to pay the rent, due to the economic impact of COVID-19. A may have been made 

redundant by his employer or may find himself without income if he is self-employed. Or 

A may own a shop in London, which was forcibly closed by the government to contain the 

spread of the virus. The smart contract between A and B may not have included a force 

majeure-clause (in code) or the code may not have covered this particular scenario of force 

majeure. Automatic enforcement means that A’s default may automatically lead to the 

termination of the smart contract and that any collateral posted by A to guarantee its 

compliance may be automatically liquidated and transferred to B. In the case of a 

traditional contract and traditional enforcement proceedings, B would likely first need to 

make a claim for non-performance of the contract to the court, in order to claim remedies. 

The court would likely invite A to be heard and would weigh the evidence laid before it. 

Even if it finds that A defaulted, the court could rely on general principles of equity or 

other open-ended legal terms to prevent B from seizing A’s assets or terminating the 

contract under the exceptional circumstances at hand. The court may deem it an abuse of 

power by B (= subjective assessment) to insist on contractual performance and may allow 

A a certain grace period to resume rent payments.  In this scenario, A defaults and B has 

the burden of proof to convince the court of the need for remedies.  

Now imagine an automated smart contract between A and B that encoded automatic 

execution in case of default. In case of default by A, the smart contract code will 

automatically transfer A’s collateral to B.21 A may still be able to launch proceedings in a 

court of law claiming the default was beyond his control and that equity should require B 

to offer a delay of rental payments toby A and return the collateral, for example. However, 

the burden of proof is now on A: A needs to incur costs and spend time and energy to make 

such claim, and convince the court that there is a good reason for A to have its claim 

granted. Even if the claim is granted and the court orders an injunction in favour of A, it 

may be harder for A to enforce that injunction in the context of a smart contract. For 

example, depending on the degree of decentralization of the platform on which the smart 

contract is executed (and potentially its level of anonymity), it may be harder for A to 

identify a party on whom to serve the injunction. Or by the time A obtains his injunction, 

B may have transferred the seized collateral to a third party of good faith, for value (not 

gratuitously). In such case, A may have no recourse against the third party (the law in 

most countries protects a third party that obtains an object for value and is acting in good 

faith – e.g., did not know about A’s claims against B when buying the good from B). A  

may still be able to claim compensation from B, but meanwhile B may have become 

insolvent or B may have shut down its operations in A’s home jurisdiction and A may be 

unable to locate B’s offices (assuming B is a small company or a decentralized operation). 

                                                           
21 Some level of third party scrutiny may be built into the code, such as a MultiSig condition 

requiring the approval of an objective third party scrutineer who may have some intervention 

powers. For the sake of simplicity, we are assuming a simple smart contract that automatically 

executes the encoded remedies such as liquidation of collateral, without scrutiny by a third party. 
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Automated execution then results in a shift in the burden of proof (from B to A) and in 

the respective bargaining positions of A and B. 

Automatic execution of smart contract-encoded obligations, instead of traditional court 

proceedings, would result in the following changes: 

• Normative language of legal system is replaced by deterministic language of 

programming language. 

• Subjective assessment v. if/then: a court is often required (or allowed) to make a 

subjective assessment. For example, even if B legally has the right to require A to 

make a rental payment, a court could deem B’s insistence on compliance an abuse 

of power. This is an open-ended, subjective assessment intended to prevent blind 

adherence to the letter of the law from creating a situation that goes against the 

spirit of the law. A court can take into account the previous behaviour of the 

claimant party: for example, if B previously spread rumours to A’s business 

partners about alleged fraud committed by A, causing A to lose business and 

preventing A from being able to pay B the monthly rent, a court could take B’s 

behaviour into account to estop B from enforcing the contract against A. An 

automatic smart contract execution relying on if/then language would be unable to 

make such subjective assessment. 

• Interpretation of law where provisions are inconsistent or unclear: a court can 

interpret the legal obligations on A and B where a law is unclear or conflicts with 

another legal rule. A smart contract that is automatically enforced would struggle 

to deal with such (common) legal situations. 

• Weighing of evidence (balance of probabilities) v deterministic input/output: a 

smart contract assumes that there is a consensus about the input data fed into the 

code. Where there is no consensus on the state of a particular event, a procedure 

has to be set in place to achieve such consensus. This is what court proceedings 

achieve: a court weighs the evidence laid out before it and decides, on the balance 

of probabilities and within the bounds of law, what the legal state of a particular 

event is.  

• Weighing of parties’ intention (interpretation of obligation in light of entire 

agreement) – in case of default or unanticipated code output: the deterministic 

nature of a smart contract programming language assumes ‘if/then’ code. The 

smart contract will produce an output, given the input, conform its ‘if/then’ 

instructions. There is no room to verify whether the code’s output is in line with 

the parties’ intentions. A court, on the other hand, can view the facts at hand in 

light of the parties’ overall relationship, including their perceived (or expressed) 

intention. It can review a specific clause (and its consequences) in light of the 

entirety of the parties’ agreement.  

• Weighing of interests v. deterministic encoding of rights and obligations: a smart 

contract assumes that all relevant interests can be coded into it. A court, however, 

can weigh interests, both of the respective parties, but also of third parties and 

public policy interests. Smart contracts cannot undertake such balancing act. 

• Public policy objectives of legal system beyond single transaction: whereas a 

smart contract normally encodes only the rights and obligations between the 
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relevant parties involved, law has a broader signalling function. It establishes not 

only a set of rules applicable between two legal subjects transacting with one 

another. It also reflects a value set. These norms, reflected in legal rules, have a 

signalling function. They typically reflect, at least to some degree, existing social 

norms but also reinforce those norms (or a specific subset of them). These norms 

order the relationship not only between our two contracting parties A and B, but 

also among legal subjects more broadly. Smart contract code is not normative in 

this sense and does not have any explicit signalling function. It does not normally 

take into account the ramifications of its coding output beyond the relationship of 

the parties involved in the particular smart contract. Moreover, courts reinforce 

the signalling function of legal rules by creating precedent – a body of case law 

that reinforces (or potentially undermines) the norms embedded in laws. 

Automatic execution of smart contract code does not create such precedent. 

• Dialectic proceedings v. linear operation: court proceedings typically require a 

claim, a respondent brief, a brief by the claimant arguing against the respondent’s 

arguments, and so forth. Court proceedings are dialectic: they typically require a 

minimum level of communication between the parties involved (albeit through 

their legal counsel rather than directly). Courts may also encourage remediation 

(the law may even require this as a condition precedent for court access) or 

renegotiation. Automated smart contracts, however, are linear rather than 

dialectic. Given a certain input, it churns out a specific output. The code itself will 

not encourage the parties to see the claim from the other party’s perspective or 

encourage them to compromise.  

• Third party rights: Smart contract code does not require the parties to take into 

account the interests, rights or legitimate expectations of third parties. Courts, 

however, typically have the power and are often required to take into account third 

party rights.  

It is useful to pause and look into the issue of third party protection in greater detail. The 

automated execution of smart contracts may bypass third party rights or may result in 

losses for third parties. Even if a third party is aware of this, asks for a court injunction 

and obtains one, a court cannot stop the execution of the code (at least not without the 

consent of the parties involved). This is particularly problematic in the case of 

decentralized DLT activities, in which there is no clear intermediary that may be 

pressured (politically, financially or otherwise) to comply with the court injunction. 

Earlier, the UK court case AA v Persons Unknown was mentioned. In that case, the court 

issued an injunction against a crypto-exchange to freeze a customer account. That 

exchange may not wish to tarnish its goodwill with authorities and may therefore comply 

with the order (whether or not it can be forced to do so), or it may not wish to get a 

reputation as a safe haven for criminals. Had the tainted cryptoassets in question been 

transferred by the perpetrators to another exchange or put through a so-called mixing 

platform, or simply stored offline in a cold wallet, a court injunction may have been utterly 

toothless. Where the law provides that a transaction is ‘null and void’ or ‘voidable, this 

assumes that a transaction can be reversed. An automated smart contract may not allow 

for such reversal. In many cases, other remedies may be obtained that come as close as 

possible to a reversal. Again, however, the problem is more acute for fully decentralized 

activities, to the extent there is no single person on whom such remedies could be imposed. 
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Automated execution of smart contract code may also undermine existing rules. For 

example, insolvency law sets priorities among creditors and stipulates which creditors 

will be paid first from the insolvent estate. If a smart contract programmed an automatic 

transfer of collateral from the debtor to the creditor in case of default, in practice this may 

bypass mandatory insolvency rules on creditor hierarchy. Heather Hughes argued 

that such smart contract creates de facto asset separation, circumventing normal 

insolvency rules.22  

Schrepel made the argument that blockchain-based smart contracts undermine 

fundamental rights.23 The latter require a balancing act between the interests of 

different persons. Smart contracts, on the other hand, involve no such balancing act but 

impose a simple ‘if/then’ logic between the parties concerned. If a smart contract 

programmed the automatic release of a privacy-infringing and compromising picture of a 

celebrity, for example, a court order cannot stop the release of that data into the public 

domain. Damages afterwards may not be sufficient to safeguard an individual’s right to 

privacy.  

There are a few additional legal issues that smart contracts create. For example, the 

hierarchy in legal language may not be the same as that expressed in programming 

language. To a trained legal eye, it may seem obvious how one section of a law relates to 

another. A programming language may have a different hierarchical logic, however, which 

a programmer may not spot. Moreover, programming languages come in different forms 

and shapes, each with their own internal logic and hierarchy between commands.  

So far we have assumed that the smart contract between A and B, and the locus of their 

transaction, takes place in a single jurisdiction. Things may get slightly more complicated 

when A and B reside or work in different jurisdictions and when aspects of the transaction 

take place in yet a different location. For example, A may live in Germany but work in 

Austria. B may be a company incorporated in the UK but operating mainly in Malta. Their 

transaction may involve an asset in either of these countries or in yet another country. In 

such case, which laws apply and which court has jurisdiction to hear any disputes 

relating to their transaction? For example, to assess whether A and B’s smart contract is 

a legal contract, should we look at contract law in German, Austria, the UK or Malta to 

check the validity of the code as a legal contract? What if the parties signed a transaction 

with their private key on-chain and one of those countries accepts that as a lawful 

signature, but another country does not? These are questions under conflicts of laws (also 

called private international law). These types of questions circulate regularly on technical 

(developer) fora. However, many (if not most) of these questions can be answered by 

relying on the existing rules of private international law. (In the EU, private international 

law in each EU member states is heavily influenced by EU rules. At the international 

level, there are a number of treaties covering these scenarios that have been adopted by 

a good number of countries.) For a lawyer, these legal concerns therefore would not seem 

insurmountable. There may be some open questions remaining, particularly for truly 

decentralized DLT applications, but most of these questions can be answered with the 

existing set of legal rules. 

                                                           
22 H. Hughes, “Blockchain and the Future of Secured Transactions Law”, Stanford Journal on 

Blockchain Law & Policy (Jan. 2020).  
23 T. Schrepel, “Anarchy, State and Blockchain Utopia: Rule of Law versus Lex Cryptographia” 

(2020). 
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Finally, we should consider how automated execution of smart contracts, if ubiquitous, 

would alter people’s behaviour indirectly. Behavioural studies suggest that a financial 

incentive to comply with a rule changes the behaviour from that observed when only social 

norms (social disapproval) encourage compliance. We should consider if automated 

execution affects people’s intrinsic motivation or preference function, as compared to the 

social disapproval for not adhering to an agreed deal or the dialectic, normative 

assessment exhibited court proceedings. This is beyond the scope of this paper, however.  

Code as law - limits 

Discussions about smart contracts and law almost inevitably seem to end in a discussion 

about ‘code as law’. Often the ‘code as law’ mantra is mistakenly understood by non-legal, 

technical readers to mean that code is somehow beyond the reach of the law – or that it 

should be.  

However, code is not law. The definition of law requires particular substantive and 

procedure formalities to be met (such as parliamentary debates, a signature by the head 

of state or formal publication in the Official Gazette). Laws are subject to formal review 

procedures, testing their compliance with constitutional rights, for example. Code does 

not follow these procedures. This has its advantages (code can be altered much more 

quickly, open-source code in DLT-projects may be less prone to backroom deal-making 

and lobbying, etc.) but also comes with certain costs.  

Although code is not law, code operates in the shadow of the law. A party to a smart 

contract may still resort to court proceedings (e.g., when the code is faulty and produces 

unintended consequences), even if it is only to have the court declare that a smart 

contract-transaction had an unlawful object (and is therefore null and void, or voidable) 

or even if it is only to set a precedent and as a symbolic measure. Most jurisdictions have 

the principle of technology-neutrality in some form: existing laws apply regardless of the 

underlying technology used (a DLT-based smart contract or a more conventional method). 

An aggrieved party may still go to court, a court can still assess the classification of the 

parties’ commitments and can still issue injunctions. Although existing laws apply, 

difficulties may nevertheless remain in how to apply them (or particular aspects of the 

law, such as avoidance) to DLT-based smart contracts and how they can be enforced.  

Moreover, although code is not law, it can function as shadow law. Much like shadow 

banking was at first a marginal phenomenon but has now become an important share of 

financial activity, smart contract code could become a sort of shadow law. For example, 

decentralized dispute resolution mechanisms are being established. One example is 

Aragon, which describes itself as a decentralized court. Anyone can sign up to become a 

juror and vote for particular outcomes in a dispute. The juror does not have to provide his 

or her real name and does not need to have any legal training. There is a financial 

incentive for jurors to sign up: they can earn tokens for their services. Although the 

protocol is quite new, it has received backing from well-known tech investors. 

Nevertheless, it has also been criticized for the way it ‘settles’ disputes: critics allege that 

jurors have a financial incentive to ‘vote’ for the outcome that other jurors are most likely 

to choose (rather than the outcome that would be most fair, for example). Aragon’s protocol 

even encodes a sort of appeal system. A party could presumably still have recourse to a 

court of law if it is unhappy with the outcome of the decentralized protocol. Private 

adjudication mechanisms, which include dispute resolution mechanisms such as those 

employed by eBay or Amazon, have to operate within the bounds of the law applicable to 
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them. However, if the outcome of such settlement mechanisms infringes consumer 

protection or other rules, the party involved may not even be aware of his or her rights or 

may decide not to go to court for other reasons. For example, those who participate in the 

Aragon protocol may do so for ideological reasons and may be unwilling to resort to court 

proceedings. A platform like Aragon may have its benefits (quick, cheap) but clearly does 

not have the same procedural safeguards found in court proceedings or other legal 

enforcement mechanisms. It also does not create a body of legal precedents, which may 

help create legal certainty and settle legal issues for legal subjects in general, rather than 

create a private settlement only between the parties involved. (The same criticism has 

been made against private commercial arbitration proceedings or out-of-court 

settlements.)  

The same may be true for MakerDAO’s recent troubles described above. Many DeFi 

participants are likely unwilling to subject its protocol to legal scrutiny by a court of law. 

Maker’s governance rests on public discussion and public, online votes on governance 

proposals – not legal proceedings. However, the criticisms addressed to Maker on online 

fora include a lack of disclosure to potential users of the risk to their collateral – which is 

a standard issue in traditional consumer protection laws. Should one of Maker’s (former) 

users decide to go to court for this inadequate disclosure, Maker may quickly experience 

that code is not law and what it means for code to operate in the shadow of the law. 

 

Conclusion 

DLT raises many legal issues. Some of the questions relate to how to apply or enforce 

existing laws to DLT activities. There are other legal concerns (and opportunities), 

however, that raise more fundamental questions about the role of law, law-making and 

law enforcement as compared to smart contract code. There are many legal issues which 

this paper has not addressed, such as the need for ‘cryptolaw’ that some academic scholars 

have suggested; or an in-depth assessment of the different legal regimes that may cover 

particular aspects of DLT activities (such as data protection law or competition law).  

It offered a relatively high-level view of some of the legal questions that automated 

transactions through DLT-based smart contract code may raise, for a non-legal audience. 

The main points are: (i) there are limits to which legal obligations and legal concepts can 

be translated into deterministic smart contract code, especially where legal obligations 

are kept deliberately vague and normative; and (ii) code is not law, but it operates in the 

shadow of the law and can function as a sort of shadow law.  

Code orders behaviour, much like law or other institutions do. It is a tool of private 

ordering – but like any other type of private ordering, it remains subject to the prevailing 

legal framework (at least in theory). However, existing law may struggle to classify 

transactions that are purely DLT-based (especially if they are highly decentralized), 

although existing laws could obviously be amended to accommodate decentralized 

platforms. Even in that case, however, we may find it difficult to enforce laws – again, 

especially the more decentralized the transactions are. Law typically requires an 

intermediary as an entry point, a ‘hook’ on whom to impose obligations. At this point it 

seems unlikely that purely decentralized transactions would become ubiquitous – 

therefore law will likely still be able to find intermediaries (including novel types of 

intermediaries) on whom to impose legal obligations.  
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We have assumed for the sake of simplicity that the smart contract code cannot be hacked 

or manipulated by any person. Such manipulation would likely be covered by existing 

criminal laws and enforcement mechanisms. However, it may be harder to detect in the 

context of an automated smart contract than it is to discover that a written agreement 

has been altered through the use of old-fashioned TipExx or that a signature has been 

falsified.  

Many of the challenges of smart contracts raised in this paper can be addressed through 

more sophisticated coding or may find novel solutions as technology evolves. Above, we 

mentioned the possibility of coding a multisig requirement into a smart contract: for 

example, in case of default by A, the smart contract could provide that party B cannot get 

access to A’s collateral except with the digital signature of a third party objective 

scrutineer (who may give A 24 hours to make a case of force majeure, for example). This 

reintroduces intermediaries and takes away some of the perceived benefits of automated 

execution. However, parties may still deem this process to be more efficient than a 

standard court procedure.  

Much more work remains to be done to assess the technical-legal and conceptual-legal 

questions that smart contracts raise. We have given some examples in the financial sector 

and corporate context where smart contracts can facilitate compliance and bring efficiency 

gains. Notwithstanding the limitations of code for legal purposes, DLT and smart 

contracts offer many promising applications that legal scholars and practitioners should 

explore.  

 

 

 


